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IIamaTka o kKuO6ep06e30mMacHOCTH

INAMATKA II0 KUBEPBE3OITACHOCTHU T'PAZKIAH (IIPU UCITIOJIb3OBAHUU
CETHU UHTEPHET, 9JIEKTPOHHBIX BAHKOBCKUX KAPT U T./1.)

Ceroans VIHTepHET-TEXHOJIOIMY, IIATHYB AAJEKO BIEPEN, IIMPOKO UCHOIb3YIOTCS B IIOBCEIHEBHOM
KU3HU. B OCHOBHOM, 3TO KacaeTcsi mpeAcTaBUTesIel MoIpacTaloiero NoKoJIeH!s, HO cefuac ¢ 3TUM
MPUXOJIUTCS CTAJIKUBAThCSI W B3POCIOMY HACEJIEHUIO, TpEecTapesibiM TpaxiaHam. Mexay Tem,
MOMUMO OTPOMHOTO KOJIMYECTBa TOJIE3HBIX BO3MOXHOCTEH, ceTh MHTepHer Hec€T B cebe u
ONPENEJIEHHYI0 ONIACHOCTb.

B cBs3M ¢ 3TMM, HEMaJOBaXHBIM SIBJSIETCS MpPEAyNpeIuTh MOJIb30BaTeNell TIJI0OATBHON CceTh
WuTepHeT 0 TOM, KaKylo MIMEHHO OIIACHOCTh MOXET HECTH «BCEMUPHAs MAyTUHA» U KaKue JAeUCTBUS
HYKHO TIPeANPUHUMATh, YTOOBI 00IIeH!e ¢ IHTepHETOM OCTAaBMIIO TOJIBKO MOJIOKUTEIbHbIE SMOLUH.

[Tomumo TOrO, 4TO CYHIECTBYIOT pa3jiu4Hble KOMIBbIOTEPHbIE BUPYCHI U BPEIOHOCHBIE MTPOrPAMMBbI,
KOTOpble HEOOXOJMMO OJIOKMPOBaTh AHTUBHPYCHBHIMH IPOTPAMMaMH, BaKHO IIOMHUTb H O
COOJTIOJIEHUH Psijia OCHOBHBIX TIPAaBUJI padOThl B ceTu IHTEpHEeT U, B YaCTHOCTH, B COITMAJIbHBIX CETSX.
BaxHo 3HaTh, 4T0 MH(pOpPMAIMS, pa3MeMEHHAs IPakJIaHAMK B COIICETSX, MOXET ObITh HaWJeHa 1
MCIOJIb30BAaHA K€M YTOJIHO, B TOM YKCJIE, U BO BPE/.

OcHOBHbIE COBETHI N0 0€30MACHOCTH B COIHAJBHBIX CETSIX /IS JeTel U HX POJHuTeeil
cjeaylomnye:

-IIpenycmoTpers a1t peOEHKA HajJMuMe Ha €ro IepCOHAJbHOM KOMIbIOTEpE «(UIBTPOB»,
OJIOKMPYIOIIMX TOCEIIEHNE CAlTOB, COAEPKAIIMX MPOTUBONPABHYI0 MH(MOPMAIIUIO, MTPUIMNHSIONIYIO
Bpe]l JIeTCKOM MCUXUKE (OCOOEHHO aKTYyaJIbHO 3TO KacaeMoO UCKJIIOUEHUS (PAKTOB paclpoCTpaHeHUs
TaK Ha3blBAEMOM «UHTEPHET-NEeJO(PUINN»);

-Poauresnssm HeoOX0qMMO peryJisipHO NOCEeNIaTh CTPAHUILIBL B COLIMATBHBIX CETSX, IPUHAMJISKALIX UX
IeTSIM, MHTEPeCcOBaThCs y peOEHKA, YeM OH YBJICUEH, C KeM OOIIAeTCsl M Ha Kakue TeMbl. B ciydae
OOHapyXeHHsI HEOOBIYHOTO TIOBE/IEHHs JeTell (IIOCTOsIHHASL TPeBora, cTpemiieHne peOEHKa yUTH oT
pasroBopa Ha TeMy ero OOIIeHMsI M HWHTepecoB B ceTW VIHTEpHET) WM KaKuX-I1OO yrpos,
BBIMOTaTeJIbCTBA TPETbUMM JIMIIAaMU Y peOEHKa Kakoi-nmmbo wuHpopmauun ui  ¢GoTo-
BUJIEOMATEPHAJTIOB C €ro y4JacTHeM, HeoOXOOMMO He3aMeMJIMTENbHO OOpamarbCcs K MCHUXOJIOTY |
(1) B IPaBOOXPAHUTEIILHBIE OPraHsbl;

-OrpaHuuuTh CIHCOK JIMII CO CTaTyCOM «Jpy3ei» B COICETSX. B «Ipy3psix» He JOJKHO OBITh
CJIyYallHBIX 1 HE3HAKOMBIX JIIOJCH;

-3ammiars CBOI 4acTHyI0 ku3Hb. He yka3biBaTh maposu, TenaedoHbl, afpec, AaTy POXICHUS U
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ApYryio TuuHyo uHpopmaiuo. Heo0XoqMMo MOMHUTE, YTO 3I0YMBIIUIEHHUKHA MOTYT MCIIOJIb30BaTh
Aaxe MH(POPMALIMIO O TOM, KaK peOEHOK WJIM POJUTENH IJIAHUPYIOT IPOBECTH KAHUKYJIbI;

-N36erats pasmernenus gororpaduii B IHTepHeTe, Tae ecTh N300pakKeHUs YeI0OBeKa Ha MECTHOCTH,
110 KOTOPOW MOXHO OIpeJesIUTh MECTOIOIOKEHHUE;

-IIpu perucTparmy B COUMATBHON CETH HEOOXOMMO UCTIONIb30BATh CIIOKHbIE MTAPOJIH, COCTOSIINE U3
MHO3KecTBa OYKB U 1P (C pycCKON UM MHOCTPAHHOW PACKJIAIKON);

-JlJ1s1 COLMANIbHOM CETH, TOYTHI U APYTUX CATOB HEOOXOAMMO MCIOIB30BaTh pa3Hble maponu. Toraa
€CJIM KHOepIPECTYITHUKH B3JIOMAIOT KaKyI0-JIMOO JIMYHYIO CTPAHUILY, TO OHH TOJIy4aT AOCTYII TOJIBKO
K O/IHOMY MECTY, a HE KO BCEM IIEPCOHAJIbHBIM CTPaHULIAM Cpa3y.

DJIeKTPOHHbIE 1€HbI'N H HCI0Jb30BaHUE YJEKTPOHHBIX 0AHKOBCKHX KapT

DJIeKTPOHHbIE JIEHBIM - OYeHb YIOOHBI CIOCOO IUIATEXel, OAHAKO CYIIECTBYIOT MOIIEHHHKH,
KOTOpbIE MOTYT HQXXUThCSI HA HE3HAHUM I'PakJIaH 3JIEMEHTApHBIX MpaBuil Oe3omacHocTH. OCOOEHHO
9TO KacaeTcs MpecTapesblX rpakJaH, IEHCHOHEPOB.

OcCHOBHbIE COBETHI IO OE30MMACHOI padoTe C IEKTPOHHBIMU JIEHbI AMH:

-Huxorna m HUKOMY Henb3si COOOLIATh MMH-KOJA OT COOCTBEHHBIX JIEKTPOHHBIX OAHKOBCKHUX KapT.
[ToMHUTB, YTO BOIPOCH KOPPEKTHOCTH JEUCTBUS OAHKOBCKOM KapThl MOTYT BECTUCH UCKJTIOUMTEIHHO
C IIpe/ICTaBUTESIMH OaHKa, BBIITYCTHBIIETO B 00OPOT 3Ty KapTy. A IJIsl TOTO, YTOOBI yJOCTOBEPUTHCS,
yro Oecella MIET UMEHHO C MPEICTaBUTEISIMM OaHKa, a HE C MOIIEHHUKAMH, HEOOXOIUMO JTUOO
NIepe3BaHUBATh B CITYKOY MOJJIEPKKH IO 3apaHee OrOBOPEHHBIM TesiehoHaM, TMOO HETIOCPEICTBEHHO
oOpararbcs B CHelMaIn3upoOBaHHbIE OT/IEIEHUs TOrO OaHKa ((PUHAHCOBOTO YUPEKICHUS), OT UMEHH
KOTOpPOro BblIaHa OaHKOBCKasl Kapra. JlioOble mpuxopsmye cooOIeHuss 0 OJOKMPOBKE KapThl U
HEOOXOJMMOCT B CBSI3U C STUM BBECTU KaKOW-JIMOO KOJ, Mapojib, MUH-KOJ, BCErAa JIOJDKHBI
BBI3BIBATH HACTOPOKEHHOCTD;

-IIpu BBeieHNM MUH-KO/A HA TEPMHHAIE HEOOXOAUMO 00ECHeUnTh ero 6e30MacHbIid BBO, CKPhIBAS
OT TIOCTOPOHHMX TJla3 HaOupaemble UMQpB, cTapatbCs CHUMaTh JEHEKHBIE CpEICTBa
HETIOCPE/ICTBEHHO B TIOMEIlleHUM OaHKa, B MeCTax, IJie YCTAaHOBJICHBI BHICOKaMephl, 4To (TIpu
HEOOXOJMMOCTH) TIO3BOJIMT BIIOC/IE/ICTBUM BBIATH Ha CJiel 3JI0YMBIIUICHHUKOB, HAOJIOAABIINX 3a
BaMHU M COBEPIIAIIIUX KaKKe-JIMOO0 MPOTUBOIIPABHbIC ICHCTBUS;

-Ucronb30BaTh OHOpA30BbIE MApoOJNM B IEIAX H30eKaHUS Kpakd [aHHBIX WIM IepexBara
IJIATEKHOTO NapOJIs;

-Beibupats cnoxHblii maposs. HagexHsle maposm copepkaT He MeHee 8 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHbIC W TPONKCHBbIE OYKBBI, IIM(PBI U HECKOJILKO CUMBOJIOB, TaKue KaK 3HAaK JOJUIapa, (yHTa,
BOCKJIMIATEIbHBIA 3HAK U T.I1.

-He BBOIUTH CBOM JIMUHBIE JAHHbBIC HA TOJO3PUTEIIbHBIX HE TPOBEPEHHbIX CaTaX.

AHanornyssle TpeOOBaHUsI MOKHO OTHECTHU U K padoTe C 3JeKTPOHHOM MOYTOM (3TO TEXHOJIOTUS U
NPE/IOCTABISIEMBIE €10 YCIYTH 10 TEPEeChUIKE U TONYYEHHIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpHIE
pacripelesisiioTcsi B KOMIIBIOTEPHOW CETH; IIOMHUMO T[epellayd IpPOCTOro TEKCTa, HNMEeTcs
BO3MOXHOCTb IepeiaBaTh Meauadailibl). B yacTHOCTH, HE peKOMEHAyeTCsl OTKpbIBaTh (hailjibl U
ApyTrve BIIOKEHWsI B THChbMax, JaXe €ClM OHM MpPUILIM OT apy3ei. Jlydine 3abmaroBpeMeHHO
YTOUHUTh y HUX, OTIPABJISUIM JIX OHU YKa3aHHbIE (Daiiibl.
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Pa6oTa ¢ MoOMIbHBIM TeaedoHoM (cMapTd oHOM)

CoBpemeHHble cMapT(OHBI W IUIAHIIETH COJEPXKAT BIIOJHE Pa3BUTHIA (DYHKIIMOHAT U MOTYT
KOHKYPUPOBaTh CO CTAIllMOHAPHBIMU KoMiibloTepamu. CoBpeMeHHble MOOWJIbHBIE Opay3ephl yxke
MPAKTUYECKU JTOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO pacimupeHre (DyHKIIMOHAIA BieYeT 3a coOou
OOJIBIIYI0 CJIOKHOCTh W MEHBIIYI0 3alMIIEHHOCTh. Jlajleko He BCe MPOW3BOAUTENM BBITYCKAIOT
OOHOBJICHHU S, 32K PHIBAIOIIHNE KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI O€30MACHOCTH TIPU TIOJIb30BHUM MOOWILHBIM TeiehOHOM:

-Huuro He sBisiercst mo-HacTosimieMy OecriiaTHbIM. HeoOXoauMo OBITh OCTOPOXHBIM, BEllb KOT/Ia
npeyIaraloT OecrIaTHbIN KOHTEHT, B HeM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIE YCITYTH;
-Vcnonb3oBaTh aHTUBUPYCHBIE IPOTPAMMBI /111 MOOMJIbHBIX TeJIe(pOHOB;

-He 3arpyxarh npuioxeHHsT OT HEU3BECTHOrO HCTOYHMKA, TaK KaK OHM MOTYT COJEpXKaTh
BPEIOHOCHOE MPOrpaMMHOE 0OeCIIeUeHNUE;

-Tlepuoguuecku poBepsiTh, KaKue TUIATHBIE YCIYTW aKTUBUPOBAHBI C TIPUBS3KON K Tee(hOHHOMY
HOMEDY;

-TIIpepocTaBnATh JIMYHBI HOMEP MOOWIBHOTO TejiehOHa TOJBKO JIIOJAM, KOTOPBIX 3HAEIIb U KOMY
JOBEpsielIb;

-Bluetooth nomkeH ObITh BHIKJIIOUEH, KOT/Ia UM HE TIOJIb3YeIIbCs.

«PUINH» WIH KPaKa JUYHBIX JaHHBIX

C pa3BUTHEM MHTEPHET-TEXHOJIOTUI 37I0YMBIIUIEHHUKH, IEPEMECTUBILUCE B IHTEpHeT, co31ai0T A/
rpak/iaH HOBYIO YIpoO3y: MHTEPHET-MOILEHHHUYECTBO («(UIIMHI»), TJIaBHas IIeJb KOTOPOro - B
NOJTyYeHUH KOH(UIEHIIMAIBHBIX JAHHBIX M10JIb30BATEJIEH - JIOTMHOB U MapoJiei.

OCHOBHBIE COBETHI 110 OOPbOE C «(PUITMHTOM

-CneauTb 3a CBOUM akkayHTOM. Eciu ecTb moio3peHus, 4ro aHkera OblIa B3JIOMaHa, TO HEOOXOIMMO
3a0JI0KMPOBATh €€ M KaK MOKHO CKOpee COOOIIUTH 00 3TOM aIMUHUCTPATOPaM pecypca;
-Hcnonb3oBatk Oe30macHble BEO-CalThl, B TOM YMCIIE, UHTEPHET-Mara3uHOB M [TOUCKOBBIX CUCTEM;
-Vcrionp30Bath CIIOKHBIE U Pa3HbIE TAPOJIU;

-Ecnu B3noManu MuHy0 1MOYTy, TO HEOOXOAMMO MpPEeAyNpeiuTh 00 3TOM BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100ABJIEHBI B «APY3bsIX», U O BO3MOKHOW PAaCCBUIKE OT BAIIEro MMEHH CllaMa M CChUJIOK Ha
«(PUILIMHTOBBIE» CAUTBI;

-YcranoButh HanexHbI aposb (PIN) Ha MOOWIBHBIN TenedoH;

-OTKJIIOYUTH COXpaHEeHUe NapoJisi B Opaysepe;

-He orkpeiBaTh (paidibl U Apyrve BIOXKEHUS B MUCbMax, J1aXke €CJM OHU NMPUIUIM OT ApPYy3eH Wiu
3HaKOMbIX. Jlydllle yTOUHATh Y HUX JIMYHO, OTHPABJISUIM JIM OHU YKa3aHHbIE (Daiiibl.

BaxHO Takke NOMHHTB, YTO KOMMEHTapuH, pa3MelieHue potorpaduii u gpyrue 1eicTBUsA MOTYT He
MCUE3HYTh JIa)Ke IMOCye TOro, Kak OyAyT yAaleHbl ¢ TMYHON MHTEpHET-CTpaHulpl. HensBecTHO, KTO
yCHeJ COXpPaHUTh 3Ty MH(GOPMALIMIO, MONajia JIM OHAa B IOUCKOBBIE CUCTEMbI M COXPAHUJIACH JI OHA, a
[JIABHOE: YTO MOTYT MOAyMaTh OKpYXalollee JIOAU, KOTOpble HaWAyT M YBHIAT KaKue-TrOo
KOMIIpoMeTHpYyolve cBeeHus. Haiti nHpopMaimio MHOTO JIET CIIyCTsl CMOKET JII00OOW - Kak U3
HOOpbIX MOOYXKIEHUH, TAK U C HAMEPEHUEM ITPUYMHUTD Bpe/l.
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Emé o kuéepMomeHHHYECTBE:

«CKEMMHHI»

Ha Oankomarax wm POS-TepMuHanax B TOProBbIX TOYKaX MOIIEHHHKH MOTYT yCTaHABIMBATb
CrielMaIbHble YCTPOKMCTBA, KOTOPHIE CUUTHIBAIOT JaHHBbIE ¢ OAHKOBCKMX KapT. DTa MaxHWHAIUS
CBsI3aHA U C MOCJIeYIOIIMM U3TrOTOBJIEHUEM MOIIIEHHUKaMU TyOJIMKaTOB OaHKOBCKUX KapT, KOTOPHIE,
B KomiuiekTe ¢ PIN-K00M, IMO3BOJISIOT CHATh JIGHBIM C Ballero cuera. sl 3ammThl OT CKUMMUHIA
OaHKHMPBl PEKOMEHIYIOT HUCIOJIb30BaTh KAPTOUYKU TOJBKO B TE€X MECTax, KOTOpble 3aciyKUBAIOT
JIOBEPUS U OXPAHSIOTCSI.

Bupycol, padoTawuue ¢ cucTeMaMi OH-JIaH-0 AHKHHTa

Ha Bai koMmbioTep orpeesIieHHbIM 00pa3oM TonagaeT BpeJOHOCHOE porpaMmMHoe odecrieueHue. U
KOTI'/Ia BBl MMBITAETECh 3aUTH B CBOM AKKAyHT B IUIATEKHOU CHCTEME, BBOJISI OJIHOPA30BbIE MAPOJIU —
3Ta MporpaMMa BbIJaeT BaM COOOIIEHHE O SIKOObI ycTapeBileM naposie. Y Kaxkaplid ciaeayIonuii Ko/
TOXE OKa3bIBACTCS SKOOBI «yCTapeBIIMM». JIJIsI 3alIUTBl IKCHEPTHl PEKOMEHAYIOT ITOCTOSHHO
KOHTPOJIMPOBATh KAPTOUHBIN CUET, MOAKTIOYATh K HEMY CMC-OaHKHUHT, HE OCTABJISATh MEPCOHATIbHBIE
JOaHHBle O ce0e M CBOEW KapTOYKe Ha WHTEPHET-CalTax, PeryasipHO OOHOBJIATh aHTUBUPYCHYIO
3alIUTy, 0COOEHHO ¢ (DYHKIIMEH Oe30MaCHBIX IUIATEXEH.

IIporpamma-BeIMOrareJib

Bupyc moxer 3ammgpoBarh (aiiyibl Ha BallleM KOMITbIOTEpe, 3a0JIOKMPOBaTh Balll AOCTYI K HEMY,
WIN K MoOOW OHJIAH-cHMCTeMe, B KOTOPOH BBl 3aperiucTprpoBaHbl. Ha skpaHe BBl Oyaere BUAETDH
TOJIBKO KapTUHKY-OJIOKep, M TpeOOBaHUE 3aIUIaTUTh BBIKYI JJIS TOrO, YTOOBI pacmudpoBaTh WIH
Pa30JIOKMPOBATh CHCTEMY.

Hanpuwmep, takue:

«OrtnpaBbTe SMS Ha KOPOTKUI HOMEP»

«[lepeBenuTe neHBIM HA MOOMIIBHBIN CUET>

«PacraTurech OUTKOMHAMU (JIEKTPOHHBIMHU JIEHBIAMM)»

UroObl HE «MOAXBATUTh» BPEJOHOCHOE MPOrpaMMHOE OOECHeUeHHe TaKOro BUA, PEKOMEHIYeTCs
HUKOI'JIa HE «KJIMKaTh» 110 CChUIKAM Ha caiiThl OAaHKOB WM Apyrux ¢puHopranuszaumii. Hano BBoauTh
ajipec BpPy4YHYyIO, MHaue €CTh PUCK, YTO BBl MOXETEe IONAacTh Ha TMOJAEIbHYI0O CTPAHUILy, KOTOpas
BBITJISIUT TOYHO TaK ke, KaK ¥ OPUTHUHAJL.

Takum oOpasom, mpu padboTe B ceTH VIHTepHET BakHA, MpEkJIe BCEro, MpelyCMOTPUTEIbHOCTD,
KOHTPOJIb 32 OJIM3KUMHU JIOJbMU (AE€TbMHU, IIPECTapesIbiMU POACTBEHHUKAMU) U CAMOKOHTPOJIb.

Aodpec cmpanuypr: https://ulyanovsk.sledcom.ru/folder/1284969/item/1570906
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